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Eavesdropping in America,
and even in Winsted?

In2001,President Bushauthorized within what one source described as behind the scenes, when asked for a
the National Security Agency "the largest database ever assembled comment on the Silano spying tactic
to bypass the Constitution and in the world." . cheered,"Goodforhim."Mr.Hamm

mon'itorourdomesticphonecallsand •••• ' •• subsequently commented thaiifthe·
e-mailswithqutacourtorder.This.Thismayremindyouofthed.is- people being spied on "have to look
executive action was based on an Oct. credited Total Information Aware- over their shoulders, it implies some
23,2001Ju~ticeDepartmentmemoby ness (TIA) program run by fornier kind of guilt" and "if you've got
deputyassista.ntattorneygeneralJohn Iran-contra felon John Poindexter . nothing to hide, you've got nothing
Yoo'to Alberto Gonzales. The action that Congress defunded'after a publiC' to worry about:'
bypassed warrants required by. the outcry. Aspects of TIA migrated to Mr. Silano's anti-social, uncivil
.Foreign Intelligence Surveillance Ad other agencies,induding the NSA.You tactics are reprehensible - one citi-
(FISA) and the Fourth Amendment zenlabeledit"creepy."Butwhereare

protections in the Constitution. f!iimw••••• mw.ee.~· our leaders? There isa total disregard
The public was not aware of this of Citizen concerns and profound

action until December 2005, when The- Civic Beat lack of leadership in responding
the New York Times first reported- , to the inappropriate comments
that President Bush had authorized ' CHARLENE LAVOIE of an elected official. The silence
the National Security Agency (NSA) , L.. ...I reveals much about these so-called
to eavesdrop secretly for years on the "leaders."
callsand e-mailsof AmeriCancitizens. maynotminddatamining'stypicalap~ Never mind that promoting spy-
Americans of all political persuasions proach - analyzing vast quantities of ing on local citizens is an outrageous
were shocked by the announcement.. information instead of targetingbased position for an elected official to take.

The FISA law'was a compromise on individualized suspicion - when . Let's examine Mr. Hamm's comment
adopted in 1978 after Watergate and . used' by private companies such as . that "if,you've got nothing to hide,
thediscoverythatinnocentAmericansAmazon.cOmtopredictthatabookwill you've got nothing to worry about."
were spied on for decades.Toestablish interest you based on your purchasing This philosophy is completely op­
a balance between executive power to patterns. It is more problematic when po site to the American understand­
fightforeignspieswithlegalsafeguards secretly used to stigmatize you, deny . ing that we protect privacy for any
to protect Americans' privacy and,' you benefits or services, criminalize reason,' or no reason. Simply put,
liberty,CongresscreatedasecretFISA you by taking your actions out of Americans prize priva~y and want
court to review government requests context or,when combined with other to keep it. '
for surveillance warrantS. This law databases,constitute what iseffectively The "nothing to hide" argument.
provided that FISAwauldbetheexduc a warrantless search. stems from a faulty premise that
sive means for monitoring domestic . Does data mining work? A report privacy: is about hiding a wrong.
electronic communications: The law by the nonpartisan Congressional Re- It considers privacy as a form of
also stated that warrantless domestic searchServicenoted data mining'slimi- . concealment or secrecy. Those

, wiretapping is a crime.' .' . tations in counterterrorism, including advancing the "nothing to hide"
The FISAlaw reduced' the Fourth issuessuchasdataquality,missioncreep argument have in mind a particular

Amendment standard required in (e.g., from counter-terro'rismto tax· kind o{visceral privacy harm, one
ordinary criminal warrants- "prob- collection or fighting crime generally), where privacy is violated only when
ablecilUse:'that a crime qas been h~maner~orsininterpretation,terror- something deeply embarrassing or
committed -'- to probable cause that ist-incident data sets too small to be. discrediting is revealed.
the target isa foreign power or foreign useful as ~alid predictive niodels, false. But even surveillance of legal
agent. Itkept in place tlle requirement positives and privacy concerns.. activities can inhibit people from
that ajudge revie\vthe warrant before TherearenowreportedIymorethan· engaging in them.
it was executed.· , 200 data mini,ng programs scattered Certain people will not be chilled

••••••. throughout U.S.government agencies. by surveillance - indeed, probably
On April 3, 2008, The New York These programs raise many issues, most people here will not be. But,

Times reported that the administra- not the least of which are the loss of the value of protecting against such
tion .has acknowledged that spying independent mecks and balances and chilling is not measured only in
on citizens was'not within the scope the curtailing of the FifthAlnendment terms of the value to those particular
of its executive power and that'FISA presumptionofinriocence,resultingin individuals. 'C:hilling effects harm
'court review of the NSAprograinis ..· privacy invasion and control over our society because, among other things,

.. required - after seven years of illegaL own intimate information. '. they reduce the range of viewpoints
spying on Americans! ", It is in the context of the national. being expressed and the degree of

.The. administration' changed its •trend of spying on Americans 'that we. freedom with which to engage in po­
position on thisone aspectofdo!llestic look at what is going on in Wmsted. litical/communityactivity. Whether
spying: But this reversaldid ~ot the 'TheAuroraEstatesdeveioper,Anthony 'national or local, spying on citizens
end the controversial warrantless Silano, hifed'andposted "a team of~. is just wrong. Mr. Hamm needs a

·surveillance. There,are more deeply private investlgator&' to keep "tabs civics lesson, to include a primer on
hidden examples qf inappropriate . on locall~d .use board members for. privacy and how dearly it is held by .
and unconstitutional spying such as months:'Mf.SilanoproudIystabdthat· ·theAmericanpeople,eventhosewl1o·
the disclosures that National Security , he hasempJoyed this tacticfor"similar . don't have anything to hide.
Letters (NSLs) have been deceptively purposes"m~OOs 3I!d2006. \ "..... " . '.
an~illegallyusedbytheFBitospyon . '.,' .• , ....•• '.! 'CharleneLaVoieisthecominunity

Americans. , .. Selectman Michael H(\~m; an lawyer in Winsted. Her officeisfunded
On yet another. front, private tele- . avowed supporter and vocal advocate . by tlie Shafeek Nader Trust for the

.communications camp.anies assisted, of Mr. Silarioat public meetirigs and Community Interest: .

!'



',.

)~------==-=======----IIthe NSA m spYIng'on Amencans. "
Court documents confirm tl}at these

co:mpanies allowed the NSi\to tap
directly into undersea cables and fiper

optic cablesthat enablere~- time back-'
door accessto these blurred domestic
a~d international phone,e:mail,VoIP,
and instant-message communica­
tio~s. The companies have ~ngaged

,in datamining iniIIionsofjnt~rcep~ed,
American comm~nication$;/ "

: ',Data mining is inciea~ng in gov­
ernment and business and it iilvolves
automated review of.significant
quantities of data to discern patteins
and predict and' influence behavior.'
[)ata'mining assumes, the patterns
identified can highlightterrorist com­
munications' as disti.iiguished.from
ordinary conimunications, iriaddition

. to allowing .more detailed searches


